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Network Automation and Programmability Abstraction

Layer with Multivendor support - NAPALM
—
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https://napalm-automation.net/ Automation Frameworks ﬂ
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MAatdoppa SaltStack — Salt (1/4)
e

= MAatdpopua yia avtopatonoinon & Configuration Management
https://docs.saltstack.com/en/getstarted/

2 Python-based, Open Source kat Enterprise
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MAatdoppa SaltStack — Salt (2/4)
—

= MAatdpopua yia avtopatonoinon & Configuration Management
https://docs.saltstack.com/en/getstarted/ Salt Master
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MAatdoppa SaltStack — Salt (3/4)
—

= MAatdpopua yia avtopatonoinon & Configuration Management
https://docs.saltstack.com/en/getstarted/ Salt Master

o Python-based, Open Source kat Enterprise ’”/
= Master — Minion
“Proxy” Minions: diktuakéc ouokeveg (r.x. NAPALM) mirion pubic key @
" BiAoOnkeg Satt Minion
5 Execution Modules: Xprion amnd CLI —
o State Modules: Xprion o€ Salt State Files - SLS

= Aebopeva

Sat Master
“Grains”, “Pillar”, “Mine” \”

) Keques’r
@ Pudlisher @ Sover

Katavepnpévn \ / Sait Minions
7 _—
EktéAeon "




NAatdopua SaltStack — Salt (4/4)
—

= MAatdpopua yia avtopatonoinon & Configuration Management
https://docs.saltstack.com/en/getstarted/ Salt Master
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Katavoun Kavovwv EAgyxou MpooBaonc: SALT + NAPALM
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Workflow Katavounc Kavovwv: Salt + NAPALM (1/5)

Event -> Reactor -> Apply State -> Template -> Config

salt/beacon/eyrie/mongo_beacon/ {
" stamp": "2018-10-29T12:21:23.565440",
"data": "trox,mx80,vyos3,dnal,"”,
"id": "eyrie"




Workflow Katavounc Kavovwv: Salt + NAPALM (2/5)

Event -> Reactor -> Apply State -> Template -> Config

reactor:
- 'salt/beacon/eyrie/mongo_beacon/':
- salt://reactor/odrp_update.sls

apply_odrp:
local.state.apply:
- tgt: {{ data['data'] }}
- tgt_type: list
- arg:
- odrp.update




Workflow Katavounc Kavovwv: Salt + NAPALM (3/5)

Event -> Reactor -> Apply State -> Template -> Config

update prefix:
netconfig.managed:
- template_name: salt://salt_templates/odrp/update_prefix/{{
grains['os'] }}.jinja
- prefix_list: {{ pillar.get('prefix_list', '') }}
- prefixes: {{ pillar.get('malicious', []) | tojson }}
- filter_name: {{ pillar.get('filter_name') }}




Workflow Katavounc Kavovwv: Salt + NAPALM (4/5)

Event -> Reactor -> Apply State -> Template -> Config

no ipv4 access-list {{ filter_name }}
ipv4 access-1list {{ filter_name }}
{%- for prefix in prefixes %}
{{ loop.index }} deny ipv4 host {{ prefix }} any
{%- endfor %}
permit ipv4 any any
end
TIOSXR delete policy-options prefix-list {{ prefix_list }}
{%- for prefix in prefixes %}
set policy-options prefix-list {{ prefix_list }} {{ prefix }}
{%- endfor %}
JUNOS




Workflow Katavounc Kavovwv: Salt + NAPALM (5/5)

Event -> Reactor -> Apply State -> Template -> Config

no ipv4 access-list acl-malicious
ipv4 access-1list acl-malicious
1 deny ipv4 host 1.1.1.1 any
2 deny ipv4 host 4.4.4.4 any
3 deny ipv4 host 2.2.2.2 any
permit ipv4 any any
end
TIOSXR delete policy-options prefix-list malicious
set policy-options prefix-list malicious 1.2.3.4
set policy-options prefix-list malicious 5.6.7.8
set policy-options prefix-list malicious 8.7.6.5
JUNOS




Katavoun Kavovwv EAgyxou MpooBaonc: AéloAoynon
e

= Xpovoc anokplonc yia dtadopa OS

o Event -> Reactor -> Apply State -> Template -> Config -> Device

OS | junos | 10SXR | 10S | vyOs
# rules
50 17,6 s 86s |553s| 34,25
500 22s | 1065 |552s| 61,75
5000 | 49,1s | 32,4s | 55s | 266,4s

" EVOAAQKTLKEC TIPOCEYYLOELC:
a2 Salt Minion eykateotnuéva o cuokev&G (ARISTA EOS)
o MNpwtokoMa / Mnxaviopot (rt.x. BGP / BGP FlowSpec)
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