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* YAomoinon Firewall as a Service

e Auvatotntec pubuonc

* MoapakoAoVBnon / anoteAéopoato
 Emopeva BApata
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* YMAomoinon:
— Eva véo L2VPN to omolo yia tn ouvdeon tou VDOM AMO kal tou
in-campus e€omALopoU

— Policy-based routing (i dynamic routing) ywa 6popoAoynon tng
kKivnon¢ po¢ to VDOM, peow tou L2VPN

— Eva véo BGP peering petaéy tou Firewall VDOM AMNO (oto EIE)
Kol Tou EAET
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* Atlomoinon 2°¢ VDOM kol epappoyn configuration kot ota
dvo VDOMs

e Anuloupyia2°® L2VPN iy xpnon VPLS
* Avtikataotaon policy-based routing pe dynamic routing

 Redistribute ‘firewalled” routes oto BGP tou VDOM yLa
avokolvwon oto EAET
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 PUOBuon peow GUI (Forti-Manager)

Create New v  [#Editv i Delete [¥Sectionv ¥& Column Settings v

O Seq# Name From To Source Destination Schedule Service Action  Security Profiles Log NAT

o1l WWW- & Outside 2 Inside & all & auth-server-02 [galways @ HTTP + Accept @ Log All Sessions €9 Disabled
Allow @FTP

g 2 SRV- & Inside & Outside I auth-server-01 T all [0always @ALL @ Deny @ Log Violation Traffic
Block

o 3 SRV- & Inside & Outside I auth-server-02 Rall [0always WALL v Accept @ block-URL @ Log All Sessions € Disabled
IDS @ auth-monitor-critical

® default

permin- & Inside & Outside & all [0 always + Accept @ auth-monitor-critical @ Log All Sessions € Disabled

any
o S Deny- [dany 2 any 8all &all (@always WALL @ Deny @ Log Violation Traffic

o 6 Implicit ~ < any < any < all <all Salways ALL - @ Deny @ No Log
Deny
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* H emomteila yivetal peocw GUI (Forti-Analyzer)
— Fortiview: Dashboard/ emontika diaypappata
— Logview: AemTOpEPNC AVAAUGN TIEPLOTATLKWVY
— Reports: Anuoupyia reports

Filter [>@l A Al Devicesv (O Last 1 Hour v

Threat Category Threat Level Threat Score( Blocked/® Allowed) Incidents( Blocked/ = Allowed)
Blocked Connection Attempts Blocked by Firewall Policy High 14,623,440 487,448

* Anayopguon cuvoEoewv tpoc to Siktuo tou AlNO armod KAVOVEC
tou firewall

e Kataypadn amotuxnUEVWY cuVOECEWVY
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e EUugAKTNn Katnyoplomoinon Bacn noAAanAwv KpLtnpilwv:
— Mepovwpévwy IP dteuBlvoewv (source/destination)
— [ARBouc cuvdEoewv 1] OyKOoU Kivnong
— Timou edpapuoyng
— Xwpacg npogAevong

Top 10 Sources o X Top 10 Destinations o X
] Destination Sessions{ Blocked/ M Allowed)
4,500,000,000 — —
1= 155.207.217.156 &7 69,021
4,000,000,000 1=155.207.216.215 &7 43343
, . 1= 155.207.214.51 & 24414
3,500,000,000 bandwidth : 892.12MB
1= 155.207.217.163 22,185
3,000,000,000 1= 155.207.215.232 ¢ 14,782
g 15 155.207.215.242 7 13,833
2 2,500,000,000
= - 1= 155.207.216.99 ¢ 13,725
L]
“ 2,000,000,000 1= 155.207.214.183 & 13277
1= 155.207.215.183 & 12,458
1,500,000,000
I=155.207.214.114 &7 12,260
1,000,000,000
500,000,000
0 I I | I I I I I I |
AU S R Y SR S N
SR AN SR DX T SRR N
,,{Q AQ\ ,\S) AQ\ A,Q\ AQ\ AQ\ AQ\ AQ\ GQ\
N o2 N o & <« <
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* EU€ALKTN KaL ypAyopn avaAuon cupfaviwy

User=  Source P=155.207.21656 Aqd Fier a
Summary
Source 155.207.216.56 Threat Score(" Blocked/ W Allowed) (D
Source Interface auth-border-1 Sessions(  Blocked/ ® Allowed) 107
Device Bytes{ " Sent/ ¥ Received) 968MB_ 88GB
I N’
Application BPESi0=16iM Country Threat Domain Category Session

#  Destination Threat Score{ Blocked/® Allowed)  Sessions( Blocked/ ¥ Allowed) VBytes( Sent/® Received)

1 5222319578 0 5 [28MB124GE | nom—

2 & 52.223.195.208 & 0 1 = 144 MB/1.5GB |

3 i 173.194.160.202 ¢ 0 105 ey 79MB/14GB [

4 =82.192.94.200¢ 0 2 6.7 MB/1.2GB —/—

5 =08219294.201 & 0 2 | 6.8 MB/1.0GB —

6 2283.97.89.82 & 0 10 = 3.4 MB/244.7MB O

7 1=83212.7.79& 0 32 N 1.9 MB/221.3MB 0

8 & 173.194.182.137 ¢ 0 12 . 1.8MB/197.0MB 0

9  E522231982% 0 24 . 173 MB/1784MB | B

10 EE52223.19548¢ 0 1 1 968.3KB/103.1MB | |

11  i=832127.78¢ S 5 B’ 627.4KB/564MB | |

12 1=194.177211.138% 0 5 0 250.3KB/31.5MB | |
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Ertomntteia kovovwyv firewall

 Auvatomnta e€momrteia¢ Ttwv kKavovwv tou firewall, yla
kKaAUtepo €Aeyyxo kol troubleshooting

B All Devicesv  (® Last 1 Week v Oct 25 To Nov 01

Add Filter

# Policy Device Name VDOM ¥ Hit Count

1 Deny-all-log eiefblade2 auth_eie
2 permin-any eiefblade2 auth_eie 14,453,959

3 SRV-IDS eiefblade2 auth_eie 1,837

4 WWW-Allow eiefblade2 auth_eie 173

Bytes( Sent/® Received)

8.3 KB/0.0KB
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Edit Web Filter Profile

& Log all URLs ¢ E(I)apl.lovr’] .
FaFortiGuard Categories — Me Bdon katnyopia (category-based)

w Expand All P Collapse All , , .
o Eye— — 2€ OUYKEKPLLEVOUG kavoveg firewall

> & Local Categories

> 2 Potentially Liable — Xe http kau https kivnon

& Allow
@ Block
Warning
& Authenticate <« e @ ® & httpsy
€ Disable @ websipphone

@ FortiGuard /=5 7=l

Lingerie and Swimsuit

Marijuana
Nudity and Risque
Other Adult Materials

Pornography Web Page Blocked!
Sex Education

0000000000000 QjeNe

Sports Hunting and War Games You have tried to access a web page which is in violation of your internet usage policy.
Tobacco URL: https://www.betfair.com/
Category: Gambling
Weapons (Sales) Client IP: 155.207.202.2
O } O Bandwidth Consuming 3:ge;alrﬁ;:84.20.200.9
@] > :# Security Risk Group name:
O > & General Interest - Personal To have the rating of this web page re-evaluated please click here.
a » ¢ General Interest - Business
o »

Unrated
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il © A eiefblade2v (O Last7Days~ Oct 25 To Nov 01

Filter Host Name Category Description
2 10-31 12:00 Sevice www.sportingbet.gr bIocked Gambling
3 10-311200 | HostName HTTPS www.betfair.com blocked Gambling
4 10-31 12:00 | Action HTTP www.sportingbet.gr blocked Gambling
5 10-3112:00 | Category Description HTTP www.bet365.com blocked Gambling
6 10-3112:00 | URL HTTPS www.betfair.com blocked Gambling
7 10-31 12:00 | Source IP HTTP www.sportingbet.gr blocked Gambling
|
8 10-31 12:00 155.207.202.2 £155.226.176.16 HTTP www.bet365.com blocked Gambling
9 10-31 12:00 155.207.202.2 #104.17.163.192 HTTP www.sportingbet.gr blocked Gambling
10 10-31 12:00 155.207.202.2 £125.226.176.16 HTTP www.bet365.com blocked Gambling
11 10-31 12:00 155.207.202.2 £1284.20.200.9 HTTPS www.betfair.com blocked Gambling
12 10-31 12:00 155.207.202.2 #104.17.162.192 HTTP www.sportingbet.gr blocked Gambling
13 10-31 12:00 155.207.202.2 £125.226.176.16 HTTP www.bet365.com blocked Gambling
14 10-3112:00 155.207.202.2 £1%84.20.200.9 HTTPS www.betfair.com blocked Gambling
15 10-31 12:00 155.207.202.2 #104.17.163.192 HTTP www.sportingbet.gr blocked Gambling
16 10-31 12:00 155.207.202.2 @£104.17.163.192 HTTP www.sportingbet.gr blocked Gambling

17 10-31 12:00 155.207.202.2 £185.226.176.16 HTTP www.bet365.com blocked Gambling
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* Avvatotnta yla signature-based deep packet inspection (DPI)
— Meploocotepec amnod 11.000 vroypadeg
* Rated-basedfiltering
* Evepyelec
— Allow
— Block
— Monitor

— Reset
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* Low Severity

— TCP Overlapping Fragments (SSL — TCP/443)

— TCP Out Of Range Timestamp (SSL— TCP/443)
* Medium Severity

— TCP Split Handshake

— GenericJavaScript Cryptocurrency Mining Script (HTTPS)
* High Severity

— MS SMB Server Trans Peeking Data Information Disclosure
(TCP/445)

— HTTP URI SQL Injection (TCP/80)
* Critical Severity
— Gozi Botnet (TCP/80,3000)

— AndromedaBotnet (TCP/80)
— Backdoor DoublePulsar(TCP/445)
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IDS / IPS

Severity = critical Destination IP = 155.207.215.239 Add Filter ) @ A ciefblade2~ O Last7Days~ Oct25ToNovO1l % H -~ /F ~
E 2 WwDate/Time Destination IP
2 10-30 12:29 critical 93.190.138.98 :=155.207.215.239 detected
3 10-30 12:28 critical 80.93.90.27 1=155.207.215.239 detected HTTP
4 10'30 1 ” = .‘xr.u./..l.uu.uo —_— HTTP
10-30 10:39 critical 93.190.138.56 1=155.207.215.239 detected HTTP
6 10-50TO3Y —=aitoa! 14825142 49 =] N TrTe
7 10-30 10:16 critical 109.238.12.28 :=155.207.215.239 detected HTTP
£= Total logs for analytics: 2 days 11 hours. More 50 Items per page A~ 0.013 Second
ax
-}-Security --General
i Lewel alert Direction incoming
i~ Threat Level critical Log ID 0419016384
Threat Score 50 Message backdoor: Gozi.Botnet,
-}-Source Session ID 404421272
Device ID FG-5KD3915800057 Time Stamp 2018-10-30 14:31:48
i~ Device Name eiefblade2 “~Virtual Domain auth_eie
- Source 37.187.31.189 -}-Destination
i~ Source Country France Destination IP 1= 155.207.215.239
i~ Source IP 37.187.31.189 Destination Interface link-to-eier
i~ Source Interface auth-border-1 ‘i Destination Port 49282 I
! Source Port 8000 || = AJB”EQHSH
--Action Profile auth-monitor-critical
i~ Action detected Protocol 6
Policy ID 1 Service HTTP
-}-Threat - Type
i Attack ID 52304 Event Type signature
Ak e s e
Incident Serial No. 431871451 Type utm
Reference l https://fortiguard.com/encyclopedia/ips/25304 l
Severity critical

+-Others
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The big picture

# Threat Category Threat Level Threat Score( Blocked/® Allowed) Incidents( Blocked/ ® Allowed)
1 AndromedaBotnet IPS 14250 285 u
2 Mazben.Botnet IPS 300 n 6 u
3 Blocked Connection Attempts Blocked by Firewall Policy High 70,135,650 2,337,855

4 www.sportingbet.gr Gambling High 3,810 127

5 www.bet365.com Gambling High 1,440 48

6 www.betfair.com Gambling High 1,350 45

7 Generic.JavaScript.Cryptocurrency.Mining.Script ~ IPS Medium 100 0 10 0
8 TCP.Split.Handshake IPS Medium 80 I 8 0
9 Failed Connection Attempts Failed Connection Attempts Low 664,380 l 132,876 I
10  Traceroute IPS: CVE-1999-0525 Low 86,075 \ 17,215 |
11 TCP.Out.Of Range.Timestamp IPS: CVE-2005-0356 Low 2,990 I 598 I
12 TCP.Overlapping.Fragments IPS Low 2,540 I 508 0
13 UDP.PORTO IPS Low 600 l 120 |
14 IMAP.Unknown.Reply IPS Low 110 I 22 I
15  TCPStealth.Activity IPS Low 40 I 8 I
16 HTTP.Null.Session IPS Low 5 0 1 0
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e Avutn tn otwyun dpopoAoyouvtal 650 wireless clients pe
oyko kivnong 150 Mbps

e 210X0C N 6popoAoynon kivnong 6.000 wireless clients e
oyko kivnong ~1 Gbps
— Edappoyn NAT yia tougwireless clients

 Avutopartomnoinon oamnoteleopdatwy IDS kol oautopatn
glbomnoinon xpnotwv

* YAormoinon mAgovaopoU otnv TomoAoyla
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Day-1 deployment

EukoAia otnv moapapeTponoinon kol dtaxeipion
Auvvatotnta TmAoTIKAG £PAPUOYAC, MEOW  ETUAEKTLKAC
6popoAoynonG NG kivnong

Auvatotnta mAgovaopov (redundancy) otnv tomoAoyia

MeyaAec  SuvatotnteC  €MOMTELAC KAl  €€AYWYNC
TLOLOTIKWV/TIOCOTIKWV OTLOTEAECLATWV
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