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elDAS regulation =)

ARegUIatiOn (EU) No 910/2014 elDAS Regulation
A European Parliament and the Council of 23 July 2014

Alntroduces one single framework for
AelD
A Trust services

Alnteroperability across the 27 (28) EU countries

elD and trust services solutions:

? elD ﬁ eSignature ﬁ eSeal
@ G
eTimestamp Qualified Web Electronic Registered
Authentication Delivery Service

Certificate
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Trust services

A Electronic signature (eSignature)

AQualified eSignatures have the same legal effect as hand written
signatures.

AElectronic seal (eSeal)

Aan electronic equivalent of a stamp that is applied on a document to
guarantee its origin and integrity.

AElectronic Timestamp (eTimestamp)
A proves that a document existed at a point-in-time.

AElectronic Registered Delivery Service (eDelivery)

Aa service that permits the electronic transfer of data between
businesses, public administrations and citizens. It provides proof of
sending and receiving the data and protects against the risk of loss,
theft, damage or unauthorised alterations.

AWebsite Authentication Certificates (WACSs)

Aelectronic certificates that are issued to prove to users (e.g. citizens
and SMEs) that a natural or legal person owns a website.
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Trusted Lists

Austria
Issue date 2023-04-19

Croatia
Issue date 2023-03-02

Denmark
Issue date 2023-01-11

France
Issue date 2023-06-05

Hungary
Issue date 2023-04-20

Italy
Issue date 2023-06-06

Lithuania
Issue date 2023-06-02

Netherlands
Issue date 2023-03-07

Portugal
Issue date 2023-01-20

Slovenia
Issue date 2023-06-09

I Belgium

Issue date 2023-04-27

Cyprus
Issue date 2023-02-22

&

Estonia
Issue date 2023-05-08

Germany
Issue date 2023-05-15

Iceland
Bl ssue date 2023-03-30

| atvia
I issue date 2023-03-15

B | ;xembourg
I |ssue date 2023-05-05

Norwa
Bl ssue date 2023-04-21

l Romania

Issue date 2023-02-20

Spain
Issue date 2023-05-22

m+ i

+.-
[ | =

Bulgaria
Issue date 2023-03-23

Czech Republic
Issue date 2023-06-01

Finland
Issue date 2023-04-24

Greece
Issue date 2023-05-02

Ireland
Issue date 2023-04-11

Liechtenstein
Issue date 2023-04-04

Malta
Issue date 2023-03-13

Poland

Issue date 2023-06-01

Slovakia
Issue date 2023-06-06

Sweden
Issue date 2023-06-02

s

European Union
Issue date 2023-06-05
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Greek Trusted list

B .| eIDAS Dashboard

Business, Economy, Euro

EULOGIN

LIANCE ¥ INTERNA

Home / Browse / EU-EEA Trusted Lists / Greece

== Trusted List Greece
Trust service providers

Currently active trust service providers
ADACOM ADVANCED INTERNET APPLICATIONS S.A. 0CertforESiy | OCertforESeal  OTimestamp BYTE Computer S.A.  OCertforESy  OCetforESeal | QTimestamp

Greek Universities Network (GUnet)  QCenfwESg  QCetforESesl QWAC  QTimestemp HELLENIC EXCHANGES - ATHENS STOCK EXCHANGE SA | QCenforESy | OCertforESesl QWAC | QTimestamp

HELLENIC PUBLIC ADMINISTRATION CERTIFICATION AUTHORITY Geenferisia  dmmesmamp  Gen for E5ig

Detailed information
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elDAS regulation |

elDAS Regulation

elD and trust services solutions:

eSeal

ﬁ eSignature

(A

Qualified Web
Authentication

eTimestamp Electronic Registered

Delivery Service

Certificate



L
The Tallin Declaratlon (October 2017)

A EU to implement electronic ID for residents to accelarate adoption of e-
government services
AThe EU has strongly endorsed it and vote to:

A Speed up the implementation of the eIDAS regulation, including the notification... ...
of electronic identity schemes

A Making digital public services secure and identifiable by using the eIDAS
framework for qualified electronic trust services
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Electronic identification (elD)

AODbjective: allow citizens of one European country to use
their national elDs to securely access online services
provided in other European countries.

AAN opportunity for the private sector
A a way for businesses and consumers to:
A identify who they are (identification process)
A prove that they are who they say they are (authentication process)
ACross-border elD interoperability is a complex and multi-
disciplinary issue:
Alegal,
A operational,
A semantic
Atechnical aspects.
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Electronic identification (elD)

ACross-border elD interoperability evolved, reaching
maturity, through a number of Large Scale Pilots
ASTORK
ASTORK 2.0
Ae-SENS (Electronic Simple European Networked Services)

ACurrently supported by Digital Europe Programme
(DIGITAL)

A EU funding instrument

A development of a package of services:
A open-source software components,
A documentation,
A training and support.



elDT MS Notlification

ABY 29 September 2018:

A All may notify a elD system

A Notification form under Article 9(5)
A COMM (EU) 2015/1984

A Mandatory for all EU MS to recognize notified elD systems from
MS

A Optional to notify



e|DAS Attributes

AMandatory
A Current Family Name
A Current First Names
A Date of Birth
AUnique Identifier

AQOptional
A Family Name at Birth
A First Names at Birth
A Place of Birth
A Current Address
A Gender
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elDAS Levels of Assurance (LoA)

The three levels of assurance are:
ALow

ASubstantial

AHigh

Taking into consideration:

AThe process of obtaining the elD scheme
AHow the elD means is managed

AHow authentication is performed
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elD scheme notification

Cooperation Network of MS experts

1. Pre-notification

A Transmission of the notification documents to the European
Commission and to the other EU Member States

2. Peer Review
A Optional review of the elD system (maximum three months)

3. Notification
A at the earliest six months after pre-notification

4. Publication of the notification by the Commission
A at the latest two months after Notification

5. Mandatory recognition of notified elD schemes by EU
MS

A at the latest 12 months after publication



elD 1 MS Obligations

AMS are responsible for:
A elDAS-Node implementation
A connection of online public services

APublic administrations are obliged to comply.

A Online public services requiring electronic identification assurance
level of 'substantial’ or 'nigh' levels must be able to accept the
notified elD schemes



elD 1 MS Obligations

MS are liable for damage caused to any natural or legal
person, resulting from a failure to ensure:

AThat the electronic identification means

A attributed, in accordance with the technical specifications,
standards and procedures for the relevant assurance level

AThat the person identification data

A attributed in accordance with the technical specifications, standards
and procedures for the relevant assurance level.

AThe availability of authentication online



e|DAS Network

Actors
> N
Node Providers Identity Providers Service Providers
eIDAS-Node implementers Companies or public authorities Public and private service providers
U Setting up the eIDAS network U Using elDAS elD

V elDAS-Node implementers and operators V Public Service Providers
V Single Points of Contact (per MS) V Private Service Providers
V Identity Providers V EU citizens

V Attribute Providers



e|DAS Network

Setting up the eIDAS Network Using eIDAS e

N:It?vtsrk Identity & Service
. implementer Attribute Providers

Cross-border & operator Providers (Public & Private)

authentication via
interoperable Build the Integrate notified eID Connect online services

eIlDAS-Nodes eIDAS-Node schemes & attribute
registers

CEF eID building block provides support




elDAS interoperability Architecture

Member State A Member State B
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elDAS interoperability Architecture
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Proxy to Proxy
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Proxy to Middleware




