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At AWS, cloud security is our top priority.

All AWS customers benefit from a data center and network 
architecture built to satisfy the requirements of the most 
security-sensitive organizations.
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AWS Identity and 
Access Management 

(IAM)

AWS IAM Identity 
Center (successor to 

AWS SSO)

AWS Organizations 

AWS Directory Service

Amazon Cognito

AWS Resource Access 
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Amazon CloudWatch
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AWS VPN

Server-Side Encryption
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Amazon EventBridge

AWS Backup

AWS Security Hub
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Recovery
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Infrastructure
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Incident
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AWS Artifact

AWS Audit Manager

Amazon CloudWatch

AWS CloudTrail

AWS Config

AWS Security Hub

AWS Systems    
Manager

AWS Security, Identity, and Compliance Solutions 
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protection

Privacy and 
Compliance

Detective 
controls
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Gain access to a world-class security team

Where would some of the world’s top security 
people like to work? At scale on huge challenges 
with huge rewards

So AWS has world-class security and compliance 
teams watching your back!

Every customer benefits from the tough scrutiny of 
other AWS customers
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Broad Accreditations & Certifications

See https://aws.amazon.com/compliance/programs/ for full list 

Glacier Vault Lock
& SEC Rule 17a-4(f)

https://aws.amazon.com/compliance/programs/
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Shared Responsibility 
Model
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AWS Shared Responsibility Model

Facilities

Physical security

Compute infrastructure

Storage infrastructure

Network infrastructure

Virtualization layer (EC2)

Hardened service endpoints

Rich IAM capabilities

Network configuration

Security groups

OS firewalls

Operating systems

Applications

Proper service configuration

AuthN & acct management

Authorization policies

+ =

• Scope of responsibility depends on the type of service offered by AWS: 
Infrastructure, Container, Abstracted Services

• Understanding who is responsible for what is critical to ensuring your AWS data and 
systems are secure!

Customer
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Shared Responsibility Model 

Customers are 
responsible for their 

security and 
compliance IN the 

Cloud

AWS is responsible 
for the security OF

the Cloud
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Meet your own security objectives

Customer scope and 
effort is reduced

Better results 
through focused 
efforts

Built on AWS 
consistent baseline 
controls
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The Line Varies …

HARDWARE/AWS GLOBAL 
INFRASTRUCTURE

COMPUTE / STORAGE / 
DATABASE / NETWORK

CLIENT-SIDE DATA 
ENCRYPTION / INTEGRITY

SERVER-SIDE ENCRYPTION

NETWORK TRAFFIC 
PROTECTION

OS, NETWORK, FIREWALL
CONFIGURATION

PLATFORM & 
APPLICATION 

MANAGEMENT

CUSTOMER DATA

AW
S IAM

CU
STO

M
ER IAM

Infrastructure
Services

CLIENT-SIDE DATA 
ENCRYPTION

NETWORK TRAFFIC 
PROTECTION

FIREWALL 
CONFIGURATION

OS, NETWORK, FIREWALL
CONFIGURATION

PLATFORM & APPLICATION 
MANAGEMENT

CUSTOMER DATA

HARDWARE/AWS GLOBAL 
INFRASTRUCTURE

COMPUTE / STORAGE / 
DATABASE / NETWORK

AW
S IAM

CU
STO

M
ER IAM

Container
Services

Abstracted
Services

CLIENT-SIDE DATA 
ENCRYPTION

NETWORK TRAFFIC 
PROTECTION

OS, NETWORK, FIREWALL
CONFIGURATION

PLATFORM & APPLICATION 
MANAGEMENT

CUSTOMER DATA

HARDWARE/AWS GLOBAL 
INFRASTRUCTURE

COMPUTE / STORAGE / 
DATABASE / NETWORK

AW
S IAM

CU
STO

M
ER 

IAM

SERVER-SIDE ENCRYPTION

More Customizable
+

More Customer
Responsibility

Less Customizable
+

Less Customer 
Responsibility

+
More Best Practices 

built-in

Amazon EC2 Amazon RDS AWS KMS DynamoDBAWS S3
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• Amazon has been building large-scale data centers for many years.
• Important attributes:

– Non-descript facilities
– Robust perimeter controls
– Strictly controlled physical access
– Two or more levels of two-factor authentication

• Controlled, need-based access. 
• All access is logged and reviewed.
• Separation of Duties

– Employees with physical access don’t have logical privileges.

Physical Security of Data Center

AWS Responsibilities
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• Host (hypervisor) operating system
• Individual SSH keyed logins via bastion host for AWS admins
• All accesses logged and audited

• Guest (EC2 Instance) operating system
• Customer controlled (customer owns root/admin)
• AWS admins cannot log in
• Customer-generated keypairs

• Stateful firewall
• Mandatory inbound firewall, default deny mode
• Customer controls configuration via Security Groups

EC2 Security

• IP Spoofing prohibited at host OS level.
• Packet sniffing (promiscuous mode) is ineffective (protected at hypervisor level).
• Unauthorized Port Scanning a violation of TOS and is detected/blocked.
• Inbound ports blocked by default.

Network Security

AWS Responsibilities
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AWS Responsibilities

• Most updates are done in such a manner that they will not impact the customer.
• Changes are authorized, logged, tested, approved, and documented.
• AWS will communicate with customers, either via email, the AWS Service Health 

Dashboard (http://status.aws.amazon.com/), or the AWS Personal Health Dashboard 
(https://phd.aws.amazon.com/) when there is a potential for service being affected.

Configuration Management

• Scalable, fault tolerant services.
• All availability zones (AZs) are always on.

• There is no “Disaster Recovery Datacenter”
• All managed to the same standards

• Robust Internet connectivity
• Each AZ has redundant, Tier 1 ISP Service Providers 
• Resilient network infrastructure

Built for “Continuous Availability”

http://status.aws.amazon.com/
https://phd.aws.amazon.com/
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Identity and Access Management
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What is Identity Management?

“…the management of individual principals, their 
authentication, authorization, and privileges

…with the goal of increasing security and productivity while 
decreasing cost, downtime and repetitive tasks.”

(Wikipedia)
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Define, enforce, and 
audit user permissions 
across AWS services, 
actions, and resources

Identity and access
management

AWS Identity and Access Management (IAM) 
Securely manage access to AWS services and resources

AWS IAM Identity Center (successor to AWS SSO)
Centrally manage workforce access to multiple AWS accounts 
and business apps 

AWS Directory Service 
Managed Microsoft Active Directory in AWS

Amazon Cognito 
Add user sign-up, sign-in, and access control to your web and
mobile apps

AWS Organizations 
Policy-based management for multiple AWS accounts

AWS Resource Access Manager
Simple, secure service for sharing AWS resources 
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AAA with AWS

Authenticate

IAM Username/Password
Access Key

(+ MFA)
Federation

Authorize

IAM Policies

Audit

CloudTrail
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Operating Systems
• Identities: Developers, and/or Systems Engineers

Applications
• Identities: Application Users, Application Administrators

Considerations for Layers of Principals

Amazon Web Services
• Identities: Developers, Solutions Architects, Testers, Software/Platform
• Interaction of AWS Identities:

• Provisioning/deprovisioning EC2 instances and EBS storage.
• Configuring Elastic Load Balancers.
• Accessing S3 Objects or data in DynamoDB.
• Accessing data in DynamoDB.
• Interacting with SQS queues.
• Sending SNS notifications.
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AWS Principals

• Access to specific services.
• Access to console and/or APIs.
• Access to Customer Support (Business and Enterprise).

IAM Users, Groups and Roles

• Access to specific services.
• Access to console and/or APIs.

Temporary Security Credentials

• Access to all subscribed services.
• Access to billing.
• Change Account settings, change AWS support plan, close AWS account.
• Register as a seller, sign up for GovCloud.

Account Owner ID (Root Account)
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AWS Identity Authentication

AWS Management Console

Login with Username/Password with 
optional MFA (recommended)

For time-limited access: a Signed URL can provide 
temporary access to the Console

API access

Access API using Access Key + 
Secret Key, with optional MFA

ACCESS KEY ID 
Ex: AKIAIOSFODNN7EXAMPLE

SECRET KEY  
Ex: UtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

For time-limited access: Call the AWS Security Token 
Service (STS) to get a temporary AccessKeyId + 
SecretAccessKey + SessionToken

A U T H E N T I C A T I O N :  H O W  D O  W E  K N O W  Y O U  A R E  W H O  Y O U  S A Y  Y O U  A R E ?
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AWS Authorization and Privileges

A U T H O R I Z A T I O N :  W H A T  A R E  Y O U  A L L O W E D  T O  D O ?

Account Owner (Root)
• Privileged for all actions.

IAM Policies
• Privileges defined at User and 

Resource Level

Note: Always associate the account owner ID with 
an MFA device and store it in a secured place!
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Data Protection
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In addition to using 
automatic data encryption 
and management services, 
you can employ more 
features 
for data protection
(including data management, data 
security, and encryption key 
storage)

protection

Discover and protect your sensitive data at scale

Easily create and control the keys used to encrypt your data

Managed hardware security module on the AWS Cloud

Easily provision, manage, and deploy SSL/TLS certificates for 
use with AWS services

Easily rotate, manage, and retrieve database credentials, 
API keys, and other secrets through their lifecycle 

Extend your on-premises networks to the cloud and securely access 
them from anywhere

Flexible data encryption options using AWS service managed keys, 
AWS managed keys via AWS KMS, or customer managed keys
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Encryption
P R O T E C T I N G  D A T A  I N - T R A N S I T  &  A T - R E S T  ( A N D  I N - U S E ) .

Encryption In-Transit

HTTPS

SSL/TLS

VPN / IPSEC

SSH

Encryption At-Rest

Object

Database

Filesystem

Disk

More Details about encryption can be found in this whitepaper: Encrypting Data-at-
Rest and -in-Transit

https://docs.aws.amazon.com/whitepapers/latest/logical-separation/encrypting-data-at-rest-and--in-transit.html
https://docs.aws.amazon.com/whitepapers/latest/logical-separation/encrypting-data-at-rest-and--in-transit.html
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Encryption at Rest

Volume Encryption EBS Encryption Filesystem Tools AWS 
Marketplace/Partner

Object Encryption S3 Server Side 
Encryption (SSE)

S3 SSE w/ Customer 
Provided Keys Client-Side Encryption

Database Encryption Redshift 
Encryption

RDS 
PostgreSQL 

KMS

RDS
MYSQL   

KMS

RDS 
ORACLE 
TDE/HSM

RDS   
MSSQL    

TDE
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AWS Certificate Manager

A service that lets you easily provision, manage, and deploy public 
and private Secure Sockets Layer/Transport Layer Security 
(SSL/TLS) certificates for use with AWS services and your internal 
connected resources.
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AWS Key Management Service

M A N A G E D  S E R V I C E  T O  C R E A T E  A N D  M A N A G E  C R Y P T O G R A P H I C  K E Y S  
A N D  C O N T R O L  T H E I R  U S E  A C R O S S  A  W I D E  R A N G E  O F  A W S  S E R V I C E S  
A N D  I N  Y O U R  A P P L I C A T I O N S .

Customer Master
Key(s)

Data Key 1

Amazon 
S3 Object

Amazon EBS 
Volume

Amazon 
Redshift 
Cluster

Data Key 2 Data Key 3 Data Key 4
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AWS CloudHSM

• Dedicated, single-tenant hardware device
• Can be deployed as HA and load balanced

• Customer use cases:
• Oracle TDE
• MS SQL Server TDE
• Setup SSL connections
• Digital Rights Management (DRM)
• Document Signing

H E L P  M E E T  C O M P L I A N C E  R E Q U I R E M E N T S  F O R  D A T A  S E C U R I T Y  B Y  
U S I N G  A  D E D I C A T E D  H A R D W A R E  S E C U R I T Y  M O D U L E  A P P L I A N C E  W I T H  
A W S .

AWS 
CloudHSM

AWS Administrator –
manages the appliance

You – control keys and 
crypto operations

Amazon Virtual Private Cloud
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Detective Controls
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Gain the visibility you 
need to spot issues before 
they impact your business, 
improve your security 
posture, and reduce the risk 
profile of your environment

Centrally view and manage security alerts & automate compliance checks.

Intelligent threat detection and continuous monitoring to protect your 
AWS accounts and workloads.

Automates security assessments to help improve the security and 
compliance of applications deployed on AWS.

Complete visibility of your cloud resources and applications to collect 
metrics, monitor log files, set alarms, and automatically react to changes.

Record and evaluate configurations of your AWS resources to enable 
compliance auditing, resource change tracking, and security analysis.

Track user activity and API usage to enable governance, compliance, 
and operational and risk auditing of your AWS account.

Capture info about the IP traffic going to and from network interfaces in 
your VPC. Flow log data is stored using Amazon CloudWatch Logs.
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AWS CloudTrail
C L O U D T R A I L  P R O V I D E S  E V E N T  H I S T O R Y  O F  Y O U R  A W S  A C C O U N T  
A C T I V I T Y ,  I N C L U D I N G  A C T I O N S  T A K E N  T H R O U G H  T H E  A W S  
M A N A G E M E N T  C O N S O L E ,  A W S  S D K S ,  C O M M A N D  L I N E  T O O L S ,  A N D  
O T H E R  A W S  S E R V I C E S .

Who? When? What? Where to? Where from?

Bill 3:27pm Launch Instance us-west-2 72.21.198.64

Alice 8:19am Added Bob to 
admin group

us-east-1 127.0.0.1

Steve 2:22pm Deleted
DynamoDB table

eu-west-1 205.251.233.17
6
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AWS CloudWatch
M O N I T O R I N G  S E R V I C E S  F O R  A W S  R E S O U R C E S  A N D  A W S - B A S E D  
A P P L I C A T I O N S .

Monitor and Store Logs

Set Alarms (react to changes)

View Graphs and Statistics

Collect and Track Metrics

What does it do?

How can you use it?

React to application log events and availability

Automatically scale EC2 instance fleet

View Operational Status and Identify Issues

Monitor CPU, Memory, Disk I/O, Network, etc.
CloudWatch Logs / CloudWatch Events

CloudWatch Alarms

CloudWatch Dashboards

CloudWatch Metrics
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VPC Flow Logs

AWS
account

Source IP

Destination IP

Source port

Destination port

Interface Protocol Packets

Bytes Start/end time

Accept 
or reject

Version

• Agentless

• Enable per ENI, per subnet, or per VPC

• Logged to AWS CloudWatch Logs

• Create CloudWatch metrics from log data

• Alarm on those metrics
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VPC Flow Logs
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AWS WAF  (Web Application Firewall)
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AWS Config

M A N A G E D  S E R V I C E  F O R  T R A C K I N G  A W S  I N V E N T O R Y  A N D  
C O N F I G U R A T I O N ,  A N D  C O N F I G U R A T I O N  C H A N G E  N O T I F I C A T I O N .

AW
S 

Co
nf

ig EC2

VPC

EBS

CloudTrail

Change 
Management

Audit 
ComplianceSecurity Analysis Troubleshooting Discovery
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Additional Best Practices
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AWS Trusted Advisor
L E V E R A G E  T R U S T E D  A D V I S O R  T O  A N A L Y Z E  Y O U R  A W S  R E S O U R C E S  F O R  B E S T  
P R A C T I C E S  F O R  A V A I L A B I L I T Y ,  C O S T ,  P E R F O R M A N C E  A N D  S E C U R I T Y .
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Amazon Macie
L E V E R A G E  A M A Z O N  M A C I E  T O  H E L P  P R E V E N T  D A T A  L O S S  I N  A W S .
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AWS Marketplace Security Partners
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Sovereign-by-Design
An AWS approach
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2. Verifiable 
control over 
data access

1. Control over 
the location of 

your data

3. The ability 
to encrypt 
everything 
everywhere

4. Resilience 
of the cloud

Sovereign
by design
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Encryption everywhere

Ability to encrypt all your 
data, whether in transit, at 
rest, or in memory

All services support encryption; 
most services support 
encryption with customer 
managed keys that are 
inaccessible to AWS

AWS KMS, CloudHSM, and XKS 
provide customers the ability to 
manage their keys and encrypt all 
their data to meet regulatory 
requirements

AWS CloudHSMAWS Key Management 
Service (AWS KMS)



© 2023, Amazon Web Services, Inc. or its affiliates.© 2022, Amazon Web Services, Inc. or its affiliates.

AWS Sovereignty Pledge:

We commit to continue to innovate and invest 
in additional controls for sovereignty and 
encryption features so that our customers can 
encrypt everything everywhere with encryption 
keys managed inside or outside the AWS Cloud.



© 2023, Amazon Web Services, Inc. or its affiliates.

Security 
standards and 
compliance 
certifications

AWS supports more security standards and compliance 
certifications than any other offering, including 
FedRAMP, GDPR, C5, CISPE, and NIST 800-171, helping 
customers satisfy compliance requirements for virtually 
every regulatory agency around the globe
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Access to data AWS prohibits – and its systems are designed to prevent –
remote access by AWS personnel to customer data for any 
purpose, including service maintenance, unless access is 
requested by customers, is required to prevent fraud and 
abuse, or to comply with law
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Reinventing virtualization for the cloud

Classical virtualization

Hypervisor

VM VM VM VM VM

Host

Management, 
security, and 
monitoring

StorageNetworking

VM VM VM VM VM

Amazon EC2 host

VM VM VM VM VM

VM VM VM VM VM

Nitro Hypervisor

Management, 
security, and 
monitoring

StorageNetworking

AWS Nitro System
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AWS Nitro System

Nitro Hypervisor

• Lightweight hypervisor
• Memory and CPU allocation
• Bare metal-like performance

Nitro Security Chip

• Integrated into motherboard
• Protects hardware resources

Nitro Cards

• Local NVMe storage
• Elastic block storage
• Networking, 

monitoring, and 
security 
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• Detailed review of the security design 
of the three primary components of 
the AWS Nitro System: 

• Nitro Cards, 
• Nitro Security Chip
• Nitro Hypervisor

• Deep dive on the AWS Nitro System 
integrity protections, tenant isolation 
model, and no operator access design

The Security Overview of the AWS Nitro System
whitepaper

https://a.co/hYWhsH9
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In summary

Contractual 
measures

Process 
measures

Technical 
measures
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AWS Security Center

C O M P R E H E N S I V E  S E C U R I T Y  P O R T A L  T O  P R O V I D E  A  V A R I E T Y  O F  S E C U R I T Y  
N O T I F I C A T I O N S ,  I N F O R M A T I O N  A N D  D O C U M E N T A T I O N .

https://aws.amazon.com/security/

Security Whitepapers
• Overview of Security Process
• AWS Risk and Compliance
• AWS Security Best Practices

Security Bulletin

Security Resources

Vulnerability Reporting

Penetration Testing

Requests

Report Suspicious Emails 

https://aws.amazon.com/security/


© 2023, Amazon Web Services, Inc. or its affiliates.

Under the AWS Shared Responsibility Model

A W S  R E S P O N S I B I L I T Y ?  O R  C U S T O M E R  R E S P O N S I B I L I T Y ?

Configuring the 
Security Group rules 
that determine which 
ports are open on the 
EC2 Linux instance

Toggling on the 
Server-side 
encryption feature 
for S3 buckets

Patching the operating 
system with the latest 
security patches

Installing camera 
systems to monitor 
the physical 
datacenters

Shredding disk drives 
before they leave a 
datacenterPreventing packet 

sniffing at the 
hypervisor level Securing the internal 

network inside the AWS 
datacenters
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Under the AWS Shared Responsibility Model
A W S  R E S P O N S I B I L I T Y ?  O R  C U S T O M E R  R E S P O N S I B I L I T Y ?

Configuring the 
Security Group rules 
that determine which 
ports are open on the 
EC2 Linux instance

Toggling on the 
Server-side 
encryption feature 
for S3 buckets

Patching the operating 
system with the latest 
security patches

Installing camera 
systems to monitor 
the physical 
datacenters

Shredding disk drives 
before they leave a 
datacenter

Preventing packet 
sniffing at the 
hypervisor level

Securing the internal 
network inside the AWS 
datacenters
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Thank you!
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